
Current Topics in Privacy
Seminar

January 21st 2024

Speaker:
McKenna McCall

Talk title:
Formal Methods or Usable Security: Why Not Both?

Abstract:
Formal methods research involves using mathematical techniques to specify and

verify properties of software and hardware systems. In security and privacy
research, formal methods can lead to strong, provable security guarantees—and

typically leave questions about how humans might interact with these systems
unanswered. Indeed, formal methods and usable security are traditionally distinct

areas of research. In this talk, McKenna will demonstrate how techniques from both
research areas can be applied—or even combined—to create solutions that are

simultaneously mathematically rigorous and usable. In one project, we revisit static
analysis tools for home IoT users from a usable security lens and investigate the

usability and utility of the workflow involved in using the tools. Later in the talk, she
will describe a project with a formal methods focus where we propose a new

technique for preventing undesirable information flows on the web. We argue that
this approach is usable in more realistic scenarios than what is proposed by prior

work—without sacrificing security.
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